
 

 

 

 

Portfolio Media. Inc. | 860 Broadway, 6th Floor | New York, NY 10003 | www.law360.com 
Phone: +1 646 783 7100 | Fax: +1 646 783 7161 | customerservice@law360.com 

  

The Next Big Target For Cyberattacks: Energy Cos. 

Law360, New York (July 03, 2014, 10:58 AM ET) --  

The international energy industry faces a significant and growing risk 
of a catastrophic cyberattack on its infrastructure. Before leaving 
office last year, Secretary of Defense Leon Panetta warned that a 
cyberattack “could be as destructive as the terrorist attack on 9/11. 
... Imagine the impact an attack like that would have on your 
company or your business.” Global broker Willis Group Holdings PLC 
recently concluded that “a major energy catastrophe — on the same 
scale as Piper Alpha, Phillips Pasadena or Deepwater Horizon — 
could indeed be caused by a cyberattack (whether politically 
motivated or not), and ... cover for such a loss is generally not 
currently provided by the energy insurance markets.” 
 
The cyber coverage traditionally offered by insurance companies is 
limited to certain costs associated with data breaches. This may 
include the costs of customer notification, credit monitoring, call 
centers, public relations, forensic investigation, remediation efforts, 
regulatory actions, crisis management and/or defense and 
indemnity. Some may even provide coverage for lost profits or cyber 
extortion. But traditional cyber policies do not cover physical loss 
caused by a cyber attack, whether the physical loss is an equipment breakdown at a power plant, a 
sprinkler release that shuts down a control room, or a pipeline explosion. 
 
Property insurance policies may not cover a cyberattack either, because of the application of cyber or 
other exclusions. (See, e.g., Metro Brokers v. Transportation Insurance Co.) In the energy sector, this is 
particularly true because property policies for energy risks typically contain the broad CL380 Exclusion 
for physical and other losses directly or indirectly caused by, contributed to or arising from the use of 
any computer, software or virus. 
 
Andrew George of broker Marsh & McLennan Companies Inc. observed late last year that its energy 
clients are “perplexed and frustrated by the insurance industry’s stance on CL380 clauses.” Marsh called 
for innovative solutions to address cyber-risk in the energy sector. The concern about a cyberattack on 
the energy sector is not a new one. As early as 2012, broker Aon PLC warned that the “power industry is 
becoming an increasing target for cyberattacks, causing significant concern in industry and government 
circles.” 
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The energy sector has good reason to be concerned about a potential cyberattack on its property. The 
necessary technology to carry out such an attack already exists. Consider the Stuxnet computer virus 
used in 2010 to take over process control equipment in Iran’s Natanz nuclear plant and destroy 
hundreds of Iranian centrifuges. Stuxnet was so sophisticated that it masked its attack for months by 
overriding system displays. Consider also the Shamoon virus used in 2012 to ruin tens of thousands of 
computer work stations and crash the e-mail systems at both Aramco in Saudi Arabia and RasGas in 
Qatar. Secretary Panetta called Shamoon “probably the most destructive attack that the private sector 
has seen to date.” Variants of Stuxnet and Shamoon are in circulation, and some are reportedly more 
advanced. 
 
The signs that threat actors are probing the energy sector for vulnerabilities are hard to ignore. 
According to the U.S. Department of Homeland Security’s Industrial Control Systems Cyber Emergency 
Response Team, in 2013, attacks against the energy sector represented over 56 percent of all incidents 
reported to the emergency response team. Even more alarming, in May 2014, DHS reported that “a 
sophisticated threat actor gained unauthorized access to [a public utility’s] control system network." 
Fortunately, the attack was detected and mitigated before any damage occurred. 
 
Although the early 2014 attack disclosed by DHS was unsuccessful, it has intensified concerns about the 
likelihood of a successful attack. In early June 2014, consultant Michael Gomez of KPMG LLP was quoted 
as warning that “of all of the critical infrastructure sectors reporting attacks, the most vulnerable to 
attacks is the energy sector." In late June, members of the oil and natural gas industries formed an 
Information Sharing and Analysis Center with the goal of better protecting their infrastructure from a 
successful cyberattack. 
 
The risk of cyberattack never seems far away. Last week, DHS issued an alert warning of Havex Trojan 
malware “targeting industrial control systems that are being distributed via compromised ICS vendor 
websites ...” According to DHS, if downloaded by companies, the malware “could allow attackers access 
to their networks including those that operate critical infrastructure.”[1]  
 
In view of the risk, insurance brokers representing energy businesses are pressing their demands for 
cyberattack coverage. Pointing to limited capacity in London and Bermuda for this risk, Willis has called 
more cyberattack risk transfer options a “paramount need” of its energy clients. Markets are responding 
to the call with new policies offering coverage for physical loss caused by a cyberattack. Examples 
are American International Group Inc.'s recent launch of CyberEdge PC and Marsh’s recent 
announcement of its Cyber Gap Insurance product. More policies will follow. Initially, some policies will 
be written on an excess and difference-in-conditions basis, adding elements of cyber-risk as an insured 
peril to a company’s property insurance program, sometimes subject to the conditions and exclusions of 
the primary policy. 
 
Cyber-risk may be the next big thing in energy property claims. Insurance companies are beginning to 
underwrite the new policies and claims will come. Based on the nature of the risk, some claims will 
involve tens of millions of dollars or more. There may be numerous coverage issues, including for 
example the potential applicability of primary policy exclusions. And even for covered losses, the 
measurement issues may be complex. 
 
To the extent that the cyber coverage is provided by a first-party property policy or by a separate policy 
following the form of a property policy, coverage issues may arise that parallel the coverage issues seen 
every day by property claims managers and coverage attorneys. Where the cyber policy language tracks 
the property policy language, legal precedents governing property insurance policies will guide 



 

 

companies, coverage attorneys and the courts. 
 
The risk of cyberattacks on the energy industry is real. The insurance marketplace is now evolving to 
provide more options to share this risk. Soon, the law of insurance coverage will have to evolve to 
address the new coverage and assure that the risk is shared as it should be — according to the terms of 
the insurance contract. 
 
—By James S. Harrington, Robins Kaplan Miller & Ciresi LLP 
 
James Harrington is a partner in Robins Kaplan Miller & Ciresi's Boston office, where he is a member of 
the firm's property and liability coverage practice group. 
 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
 
[1] See https://ics-cert.us-cert.gov/alerts/ICS-ALERT-14-176-02. 
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